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1 Procedure

The instructions below describe how to use Wireshark to discover the IP Address of a FieldServer. This
will work for the following FieldServer gateways: QuickServer, ProtoNode and ProtoCessor.

1.1

Connections

Connect the FieldServer directly to the PC using a standard Cat-5 cable.

1.2

1.3

Installing Wireshark

Go to www.wireshark.org/download.html to access the download page.

Select the download site for your operating system.
Download the Wireshark setup file, also install WinPcap by checking the install box.

Run the executable.

Obtaining the IP Address

Open Wireshark.
Click on the ‘Capture Options’ button on the top left.

| File | Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
_‘.. @\p X G| ] == EE g :'\\'\E:':

W [Apply a displa)

=3 ~| Expression... +

Capture options

Welcome to Wireshark

Capture

...using this filter: [ |Enter a capture filter ... '] All interfaces shown -
Local Area Connection 3 A=At

Local Area Connection

Bluetooth Network Connection 2
Wireless Network Connection S N N N~ U
Wireless Network Connection 2
Wireless Network Connection 3

Learn
User's Guide * Wiki * Questions and Answers - Mailing Lists
You are running Wireshark 2.4.3 (v2.4.3-0-g368balee37). You receive automatic updates.

# Ready to load or capture || No Packets || Profile: Default
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Go to the Interface option and select the Ethernet adapter from the menu.

mput | output | options |

Interface Traffic Link-layer Header Promis Snaplen Buffer (M Monitor Mode

I» iLocal Area Connection 3 A~ Ethernet default 2 =

[> Local Area Connection - Ethernet default 2 —

[> Bluetooth Network Connection 2 ______ Ethernet default 2 —

I Wireless Network Connection  _#\—J Ethernet default 2 —

[> Wireless Network Connection2  ___ Ethernet default 2 —

[> Wireless Network Connection 3 ___ Ethernet default 2 —

< | 11 | »

Enable promiscuous mode on all interfaces Manage Interfaces...
Capture filter for selected interfaces: [ |Enter a capture filter ... '] Compile BPFs

Help

Click on the ‘Start’ button.
Power up the FieldServer.

Wait until the run LED starts flashing once per second. When the run LED starts flashing the
FieldServer will send a broadcast with the IP Address in the info column. When this occurs, stop
the capture and search for the packet with the IP Address in the info column after the word “Tell”.

The packet will come from a source that is “UmcUm900_<Ilast 3 bytes or 6 hexadecimal
characters of the FieldServer MAC Address>". For example, the image above shows
“UmcUm900_90:0d:ff.

\E\ Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ma® WRIQemZFE<Z EHaqaalE
(W] Apply a display filter ... <Ctr-/ =3 -| expression...  +
No. Time - Source Destination Protocol Length Info
374 28.341511 192.168.3.11 255.255.255.255 upP 234 46353 » 1024 Len=192
373 28.341227 GoodWayI_6e:90:6¢c UmcUm990_90:0d:ff ARP 42 192.168.3.7 is at ©00:50:b6:6e:90:6¢c

372 28.341212

UmcUm9@0_9@:0d: ff Broadcast ARP 6@ Who has 192.168.3.7? Tell 192.168.3.11

370 28.172835 Procurve b2:82:40  Broadcast ARP 60 Who has 192.168.3.93? Tell 192.168.3.1
369 28.172793 Procurve_b2:82:40 Broadcast ARP 6@ Who has 192.168.3.217 Tell 192.168.3.1

367 27.888403 192.168.3.14 224.9.08.252 LLMNR 73 Standard query ©xaa91 ANY SMC-LT-8LLHHU

I Frame 372: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface @
4 Ethernet II, Src: UmcUm9@®@ 90:0d:ff (00:50:4e:90:0d:ff), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
4 Destination: Broadcast (ff:ff:ff:ff:ff:ff)
Address: Broadcast (ff:ff:ff:ff:ff:ff)
ceww w2l oLl oi.. .... ... = LG bit: Locally administered address (this is NOT the factory default)
....... 1 .eie veve weve -... = IG bit: Group address (multicast/broadcast)

ff ff ff ff ff ff 60 50 @d ff 68 Qo N-INNNN. ......P N..... [N
@8 00 06 04 00 01 00 50 de 90 @d ff c@ a8 03 @b R ..
00 00 90 00 00 00 cO a8 ©3 07 00 00 V0 00 00 00 e e
00 00 00 00 00 00 0B @0 00 08 @@ GO  L....... ....

@ 7 Ethernet (eth), 32 bytes || Packets: 14728 - Displayed: 14728 (100.0%) || profile: Default
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